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Cybersecurity and Big Data

M2 Mt &l
SRR, ALTE8EHR
HERIIRZXNZR , ©iF
TRIFHTEL. R%5, 3K
N FRER. KRS
HERZRBEHTR.
EXSERRSMES, Bk
SRIINBINE , ATE
RERSIS RS BIRLAEIR, &
RS R RN R
3.




SMBRFHIARE |, RRERLS
TEWHRIFRBIGNA , 258
FEAESChr=Av FRINVAS | ERRIT
AVATE.

SHATRSIKFAI L. MR
. FANEFIEERK , TS
BAFTRAIAE.

RHPolimiE A iABIREIES , I
BRIMLFTEENSIREHIRES
AIFARMETE(S.

PolimiBAE BT A R AIBATR
 FHREE—T— RPEHBES, ¥

ANEEML.




1BRFERYN Academic Syllabus Outline

MEZESAREREEMNMEERKANTE , TREEXKE , LLaifZEHE. #iET
BRI RIS | URAIPTENARS. %IMEMETHARPAME
FIREAR M BFIFRFRBENANR, BYF S 5L ERARRIGIEERAIAIR |
FEELFREMNIDITNAR , EEEFFERANSZ 2D, SRS THIITXLEE
RYKIETREE.

I HRIR

Cybersecurity and Big Data

B Digital Forensics and Cybercrime
It analyzes the techniques for forensic analysis of digital devices, network forensics and cloud

forensics will also be introduced. Attention will be devoted to fraud detection technologies,
and to technologies for tracking movement of digital currencies and cryptocurrencies.

B Offensive and Defensive Cybersecurity
It introduces advanced topics dealing with cybersecurity and offensive security.

B Social Cybersecurity
It provides participants with an understanding of how social media works, and the skills

necessary to analyze influence campaigns on social media. It is an overview of Social
Cybersecurity, as well as tools that are used for conducting and mitigating such attacks.

B Systems and methods for Big and Unstructured Data

The objective is to address the problems, solutions, methods, and technologies for big data
storage and management, with special emphasis on scalability and persistency. Two main parts:
the first part covers the main principles and approaches of big data management and the
second part covers the different approaches to unstructured data management.



B Software Security and Data Privacy

To incorporate security in each software development phase (requirements, design,
implementation, and testing). Software security for web-based applications and mobile apps,
data privacy and GDPR.

B Data Warehousing and Data Mining

Data warehouses and data analysis using data mining. Data quality and methods and
techniques for preprocessing of data. Algorithms for classification, clustering and
association rule analysis.

B Big Data Architecture
Frameworks for Big Data processing (MapReduce, Spark, Storm, etc.), mining Big Data,
data streams and analysis of time series, recommender systems, and social network analysis.

B The dark web, Security Economics, Crime, and Fraud

It focuses on basics of the online crime ecosystem, online anonymous (dark web) markets,
extract the main characteristics of online criminal activity and look at some behavioral
tricks used by fraudsters — phishing.
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Data Science Lab

The Data Science Lab at Politecnico di Milano is concerned with the study of all aspects of
data science and then develop methods, tools, technologies and applications for its effective
deployment in real world problems. The main scientific interests are currently concerned
with crowdsourcing, data extraction and scraping, streaming data management, social
engagement, extraction of emerging knowledge from social content, user-centered data
integration and exploration.
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Faculty

Professor Marco Brambilla

* professor of Computer Science at Politecnico di Milano

* lead the Data Science Lab

* research interests include data science, software modeling languages and design
patterns, crowdsourcing, social media monitoring, and big data analysis

* author of various international books and research articles in journals and
conferences, with over 200 papers

Professor Stefano Zanero

* professor at Department of Electronics, Information and Bioengineering

* Ph.D. degree in Computer Engineering

* research interests focused on cybersecurity, in particular on the identification of
current and future threats: (large scale and automated) malware analysis, cyber-
physical security, extraction of threat intelligence from large-scale datasets, and
financial frauds
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